
IDENTITY THEFT 
 
 
Victims of identity theft will spend months or years and thousands of dollars to repair the 
damage to their credit record.  

If you have been a victim of identity theft, you should immediately: 

• Contact the Sheriff’s Office 
• Call the Identity Theft Hotline at 1-877-438-4338  
• Visit the ID Theft Website at www.consumer.gov/idtheft  

Protect your identity by: 

• Ordering a copy of your credit record from each of the 3 major credit bureaus once a 
year. Make sure it is accurate and close any accounts that are not currently in use. 
Credit Bureaus: 
Equifax - www.equifax.com 
1-800-685-1111 
Experian - www.experian.com 
1-888-397-3742 
TransUnion - www.transunion.com 
1-800-888-4213 

• Avoid using easy to guess passwords such as your mother's maiden name, part of 
your social security number, phone number or consecutive numbers.  

• Secure personal information in your home if you have roommates, employ outside 
help or are having service work done in your home.  

• Remove your social security numbers from your checks.  
• Change your driver's license to a random number instead of your social security 

number.  
• Guard your mail: shred documents with identifying information, promptly remove mail 

from your mailbox, use Post Office Drop Boxes rather than leaving your mail sitting in 
your box.  

• Don't carry your social security card - store it in a safe place.  
• Be wary of promotional scams. Con-artists may use these to get and USE your 

personal information.  
• Keep your purse or wallet in a safe place at work.  
• Pay attention to your credit card billing cycles. A missing bill could indicate fraudulent 

use of your card. The billing address may have been changed to cover the fraudulent 
use.  

Internet safety: 

 
Use a secure Internet browser that will scramble or encrypt your personal information. 
Use a firewall program, especially when using high-speed Internet. 
Do not download files or click on hyper-links sent to you by strangers. 
Update your virus protection regularly. 
When discarding old computers, erase the hard-drive to delete your personal information. 
Information on this process can be found at 
www.hq.nasa.gov/office/oig/hq/harddrive.pdf 

Contact the Madison County Sheriff’s Office for more information on Identity Theft or other 
Crime Prevention topics at 948-5161 
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